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Abstract: Long range radio (LoRa) is widely used in the IoT due to its advantages of long distance and low power con-
sumption. However, LoRa network has no reliable security scheme currently, making it unable to guarantee the commu-
nication security. Therefore, based on the uniqueness and tamper-resistance of radio frequency fingerprint, it was pro-
posed to receive radio frequency signals of the LoRa end nodes which requested access, extract the fingerprints from
them, mark it and match with the customized multi-scale security rules according to demands to decide whether the iden-
tities of the LoRa end nodes were safe, taking security measures accordingly. Based on this, original LoRa gateway and
LoRa network architecture were improved, new workflows were designed, and two LoRa network security schemes were
proposed. The two LoRa network security schemes were proposed which implement identity authentication and access
control of the LoRa end nodes from the physical layer. It is only needed to improve the original LoRa gateway in the Lo-
Ra network architecture and its workflow, which adds new security measures and guarantees for LoRa applications on the
basis of not affecting the original LoORaWAN security mechanism, with no need to modify a huge number of LoRa end
nodes. The security schemes proposed have high practical value.
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